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INSIDER THREAT:  COMMON PROFILES 

According to the latest studies, 100% of     

organizations are victim to active insider threat,   

making it one of the most common security 

vulnerabilities within any organization, regard-

less of the size of the company or the industry.     

An insider threat is any threat that comes from 

people within the organization, such as employ-

ees, former employees, contractors or business 

associates, who have inside information      

concerning the organization's security practices, 

data and computer systems. 

First thought is that insider threat stems from   

malicious employees—those that intentionally harm 

their organizations through theft, sabotage, and 

blatant disregard for security.  While that is a    

definite concern, insider threat more commonly 

comes from negligence, where employees hurt their 

organization through lack of defenses, lack of 

awareness, carelessness and error. 

Examine the seven profiles below, and then take a 

look at your own behaviors...are YOU an Insider 

Threat? 

Convenience Seekers like to ignore protocol. The 

"official" way to do things is too long, difficult, or 

complicated.  They often employ their own meth-

ods, such as opting for their preferred file-sharing 

service instead of a corporate one. They may also  

use personal email to get around performance or 

attachment size limitations. 

Accidental Victims make mistakes, perhaps due to 

a lack of training (or learning) of proper processes 

and systems.  Accidental Victims will hit the wrong 

button, send a document to the wrong "Bob" or 

otherwise make an honest mistake.  Accidental 

Victims may be tired, stressed or distracted when 

they do these things.  

Know-It-Alls like to contribute, show value, and be 

visible whenever possible.  Unfortunately, they may 

over-share information through email or in discus-

sions with outsiders.  They may respond to a     

request when someone more qualified should, or 

they may initiate communication about topics with 

less than the required tact or subtlety.  They’ll post 

on social media before they think about sensitive 

topics.  Some Know-It-Alls will intentionally seek to 

steal or manipulate sensitive information for fun, 

out of curiosity, or just to prove they can. 

Untouchables do not believe any of those "scary 

stories" could happen to them.  They’ve earned 

privileged access, and they’ve copped a cavalier 

attitude about it.  For example, IT personnel may 

leverage their super-user credentials out of      

convenience, only to cause malware infection of a 

mission-critical server.  Auditors, financial execs, 

developers, and others with privileges may retain 

sensitive information locally, then lose their laptop, 

or leave it out in the open for a thief to swipe. 

Entitled Ones are convinced that they have a right 

to certain types of data, or to do things their own 

way.  They ignore process or policy.  They’ve  

concluded that organizational information, such as 

customer lists, source codes, scientific research, 

and process documentation/templates, is “their” 

data.  While we normally associate this profile with 

leadership, anyone can develop this attitude at any 

level. 

Traitors are the malicious employees. Sometimes, 

they’re hatching a plot at the time of being hired. 

More often, however, they harbor good intentions 

on the first day of work, but lose their moral   

compass after falling into debt, growing disgruntled 

over a lack of upward mobility or salary increase, 

or they internalize destructive discontent due to 

differences with colleagues, bosses, or the organi-

zation itself. 

Secret Insiders aren’t supposed to be inside at all.  

But that’s where they are, having effectively     

executed the first stage of an attack simply by  

gaining a foothold inside the network.  Unlike the 

six aforementioned high risk profiles, Secret Insid-

ers are professional hackers who’ve managed to 

get network access, even though security policies 

require measures to detect such a breach.  They’re 

motivated, knowledgeable, and now command all 

of the access and privileges of an insider. 

Source: Security Management Magazine 
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FROM THE EDITOR... 

Hello everyone and welcome to the fourth quarter of 2018.  It’s a pleasure to offer you this 

newsletter each quarter; I hope you’ve gained value-added information from it.  Keep in 

mind that this is YOUR newsletter, so feel free to put together an article or recommenda-

tion, and I will gladly make it part of the discussions.   

Highlights in this issue include:  Insider Threat profile descriptions; a synopsis of the new 

requirements for protecting Controlled Unclassified Information; a link to a video on an 

emerging email threat, how to detect it and report it; a policy update on wearable        

computers; some VERY good tips on improving security on your mobile devices; and a 

news bulletin on the improvements on how and by whom security clearances will be      

processed in the future, which will affect all of our cleared personnel.   

Remember, be security conscious at all times!  

...Drew 
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Many changes have taken place in 

the Federal government over the 

last few years, and one with a 

large impact is the new require-

ments for protecting Controlled 

Unclassified Information (CUI). 

The idea and efforts behind CUI 

began in 2008 under President 

Bush as a way for our Nation’s entire network of defenders 

to be able to share information more rapidly so those who 

must act have the information they need.  

The attacks on 11 September 2001 illustrated the critical 

need to share timely and accurate information among an 

assortment of communities – intelligence, public safety,   

defense, law enforcement, and state and local governments.  

Soon after, the U.S. Department of Homeland Security stood 

up, where under memorandum, the President directed the 

development of an Executive branch CUI Framework. 

In 2010, President Obama furthered the effort with Execu-

tive Order 13556 (EO 13556), which established an open 

and uniform program for managing information that requires 

safeguards and dissemination controls pursuant to and    

consistent with laws, regulations, and government-wide   

policies.  The driving factor for EO 13556 was the inefficient 

and inconsistent document marking and safeguarding proce-

dures and unclear or unnecessary restrictive dissemination 

policies, which impeded consistent information sharing.     

In a broad sense, CUI refers to unclassified information not 

intended for public exposure.  The CUI designator replaces 

the previous designator Sensitive But Unclassified (SBU) and 

other comparable markings that often originate at the agency 

level.  

Donald “Drew” Stimely 
Editor, “Security Shorts” 

Controlled Unclassified Information (CUI) 

Once fully implemented, the CUI program will standardize 

the way the Executive branch handles unclassified infor-

mation.  From 2008 to 2016, Executive-branch agencies 

worked together to build the CUI Framework and establish 

a phased implementation.  Policy and guidance documents 

are being developed and refined, and compliance systems 

are being introduced, to include instructions for oversight 

and the  adoption of agency self-inspection programs.   

The National Archives and Records Administration (NARA)

—the Executive agency responsible for managing the day-to-

day affairs of the Federal CUI program—released through 

the Federal Register “32 CFR Part 2002, Controlled Unclas-

sified Information:  Final Rule” in September 2016.  This final 

rule establishes policy for designating, safeguarding, dissemi-

nating, marking, decontrolling, and disposing of CUI, self-

inspection and oversight requirements, and other facets of 

the program, such as access, use, sharing and receiving CUI.    

The unfunded nature of the CUI program, however, doesn’t 

address the costs to the state, local, tribal, and private-

sector (SLTPS) partners or to the U.S. government by way 

of higher contracting costs.  For example, 32 CFR 2002  

requires the use of NIST 800-171 outside of the Federal 

government.  This guideline establishes requirements for the 

protection of CUI “while residing in nonfederal information 

systems and organizations.”  The difficulty created by this 

scenario has potential to cause financial harm to both      

Executive agencies and SLTPS partners in terms of        

compliance capability, costs and risks.  

NIST 800-171 is not an optional standard for contractors.  

This has changed how government contractors operate and 

presents numerous challenges on how to implement new 

contractual requirements to protect 

CIU.  One option under debate is Continued on page 6... 
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Counterintelligence Briefing:  Suspicious Emails 

The loss of U.S. defense technology 

puts our warfighters, economy, and 

Nation at risk.   

This illicit collection of information by 

our adversaries occurs on a daily ba-

sis. Frequently, this collection goes 

unnoticed as our adversaries turn 

away from conventional methods of 

espionage to using less risky and 

more successful approaches.  

As a cleared employee, you too could be the target of a request for information or 

direct request email. 

Check out the video short at the link below on Suspicious Emails by Center for    

Development of Security Excellence.  This short video explains the latest email threat, 

called Direct Request Email, how to identify it, and what you should if you receive 

one.  This video will increase your awareness about the importance of reporting   

suspicious contacts.  

https://www.cdse.edu/multimedia/shorts/dss_cie_fy12/se/module.htm 

CYBER TIP 

How to Detect and Avoid 
Malware  

Malicious Software, or malware, is 

any software intentionally designed 

to cause damage to a computer, 

server or computer network 

To protect your computing devic-

es from malware, be sure to keep 

your computer’s security up to 

date, be cautious about download-

ing and installing new software, 

monitor your emails for phishing 

scams and malware attachments, 

and avoid browser pop-ups. 

Top signs that your system is     

infected: 

 Slowdowns 

 Crashing 

 Repeated error messages 

 Excessive pop-up ads 

 Unfamiliar toolbars or icons 

 Your system sending you to 

unexpected websites or home 

pages 

If you discover, or even suspect, 

malware on your system:  

 Stop using the computer for 

anything that involves pass-

words or other PII 

 Update and run your security 

software 

 If on a company computer, 

notify the IT Staff immediately. 

POLICY UPDATE:  Use of Geolocation-capable 

Devices,  Applications and Services 

You may recall that we reported on wearable computers in last quarter’s edition of 

Security Shorts (ref: “Hidden Dangers of Wearable Computers”, vol 2, #4).  In that 

article, we cautioned on the danger of such devices in operational environments,  

particularly when the tracking capabilities are enabled. 

The rapidly evolving market of devices, applications, and services with geolocation 

capabilities (e.g., fitness trackers, smartphones, tablets, smartwatches, and related 

software applications) presents significant risk to DoD personnel both on and off  

duty, and to our military operations globally.  

These geolocation capabilities can expose personal information, locations, routines, 

and numbers of DoD personnel, and potentially create unintended security conse-

quences and increased risk to the joint force and mission. 

Therefore, the Deputy Secretary of Defense released a new policy memo, dated        

3 Aug 18, titled “Use of Geolocation-capable Devices, Applications and Services.”   

The new policy, which is effective immediately, prohibit DoD personnel from enabling 

geolocation features and functionality on both non-government and government-

issued devices, applications, and services while in locations designated as operational 

areas (OAs).  

The DoD Chief lnformation Officer (CIO) and the Under Secretary of Defense for 

Intelligence (USD(I)) will jointly develop geolocation risk management guidance and 

training that will be incorporated into OPSEC training and annual Cybersecurity 

Awareness training to assist DoD personnel in identifying and understanding risks 

posed by geolocation capabilities embedded in devices and applications.  

https://www.cdse.edu/multimedia/shorts/dss_cie_fy12/se/module.htm
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Smart phones have   

become an essential in 

our everyday lives.  USA 

Today recently estimated 

that 78% of Americans 

own one, including   

children.  Not just a 

cellphone, mind you… 

that percentage is 95%, but a full-featured-all-the-bells-and-

whistles smart phone.  It was also estimated that 55% of 

Americans own a tablet.   

Those high numbers are reflected in work environments, as 

well.  Over the course of the last ten years, smart phones 

have become as common in the workplace as the stapler on 

your desk.   

Many employers permit employees to bring these devices 

into the workplace, use them, and maybe even connect them 

to the company’s Wi-Fi.  Some companies even allow their 

employees to bring in their personal computers and conduct 

company business on them.  In tech circles, this is known as 

Bring Your Own Device (BYOD).  While there can be     

significant business benefit to BYOD, it also presents a    

serious security risk. 

In a high-security business sector like ours, this is an area of 

great concern for several reasons.  Since the employee owns 

the device, they are responsible for its security.  Not all  

users choose to use the security features available on    

modern smart phones, including biometric or facial security, 

two-factor authentication, or 

disk encryption.  

Furthermore, updates     

released by the phone or 

software vendor are usually 

optional, even though they 

often contain security fixes 

or updates, making the    

device more secure.  

Since users can choose not 

to use any of these security 

features or install the        

updates, it creates a risk not 

only for the user on a     

personal front, but also for 

their employer.  Personal 

devices on a corporate    

network present substantial 

risk to a company’s assets. 

 

...A Rapidly Growing Security Problem 

In addition, should an employee’s smart phone becomes lost 

or stolen and company e-mail or other sensitive data is 

stored on the phone, their employer becomes at risk for 

theft of proprietary data or a data breach. 

Corporate IT departments across the globe struggle with 

these issues and the fine line between corporate security 

and personal privacy, particularly when it comes to BYOD.   

Existing technologies, called Mobile Device Management 

(MDM), enable full access to a mobile device and its       

contents, allowing employers to monitor and control them.  

Employers who provide their employees with company-

owned mobile devices typically control them using MDM.  

While IT departments worldwide must consider the      

company’s best interests when deciding between BYOD and 

MDM, personal privacy is paramount in these decisions.  

Fortunately, MDM vendors provide very clear distinctions 

as to what the software can and cannot access. 

Keep in mind that members of the technical staff are also 

subject to the same policies and requirements.  So while it 

may sometimes seem like the IT staff just wants to control 

your personal device, know that they also must install or 

use the same software on their own personal device.  

The key thing to remember is the important reasons behind 

a seemingly invasive new policy or procedure.  The success 

of a company and prevention of an incident that could dam-

age or destroy a company is critical to all of us.   

Smart Phones in 

the Workplace... 
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White House Issues Cyber Security Strategy 

Taking a critical step forward in       

national cyber defense, the White 

House yesterday published the National 

Cyber Strategy, aimed at strengthening 

America’s cybersecurity capabilities. 

President Trump wrote, “With the 

release of this National Cyber Strategy, 

the United States now has its fully artic-

ulated cyber strategy in 15 years.” 

"The new national cyber strategy is a 

great step forward and demonstrates a 

thoughtful interagency approach to 

protecting national prosperity and   

security in our information-enabled 

world.  It builds upon the lessons 

learned from previous administrations 

and presents a solid approach to    

managing cyber risk," said BG Gregory 

J. Touhill (ret.), president, Cyxtera  

Federal Group. 

Elements of the strategy not only     

include defending the homeland by  

protecting networks, but it also       

includes improving American prosperity 

by way of providing the security that 

will allow for a thriving digital economy.   

According to White House security 

representatives, this is the most     

comprehensive cybersecurity strategy 

document ever published, firmly stating 

a vision of the United States as ensuring 

a secure Internet by cooperation or by 

force.  

The strategy touts four primary pillars:  

 Protect the American people and 

their way of life 

 Promote American prosperity 

 Preserve peace through strength 

 Advance American influence 

abroad 

By way of the strategy, the national 

security adviser called for an enhanced 

focus on aggressive cyber defense and 

offensive cyber operations.  Cyber  

specialists predict a greater result in 

effective deterrence against the increas-

ing cyberattacks on America’s critical   

infrastructures, such as electoral, 

healthcare, power and financial systems, 

many of which have been put at unsus-

tainable risk.   

The national cyber strategy addresses 

cyber adversaries with the appropriate 

response and aims to regain cyberspace 

for our nation’s security and prosperity. 

 

 

Source:  Infosecurity Magazine, 21 Sep 18, 

https://www.infosecurity-magazine.com/news/

white-house-issues-national-cyber 

Mobile devices have become both     

integral and ubiquitous in everyone's 

lives, and as such, they have attracted 

the interest of criminal hackers eager to 

steal your vital information.  Here are a 

few tips to help you protect yourself. 

All smartphones have three basic       

elements of security.  Your first major 

task as a mobile user is to become 

aware of these layers and enable them in 

your devices. 

The more devices you use, especially if 

they are linked together through the 

cloud or otherwise, the more concerned 

you should be for the overall security of 

your mobile network. 



The DoD is poised to take over background investigations 

for the Federal government, using increased automation and 

high-tech analysis to tighten controls and tackle an enor-

mous backlog of workers waiting for security clearances. 

The change aims to fix a system whose weaknesses were  

exposed by the case of a Navy contractor who gunned 

down a dozen people at Washington’s Navy Yard in 2013.  

He was able to maintain a security clearance despite      

concerns about his mental health and an arrest that investi-

gators never reviewed. 

Earlier problems surfaced with former National Security 

Agency contractor Edward Snowden, who now lives in   

Russia to avoid charges for disclosing classified material, and 

Army Pvt. Chelsea Manning, who went to prison for leaking 

classified documents.  This triggered calls to update the  

antiquated system to include more frequent criminal and 

financial checks of workers granted security clearances. 

Another problem has been delays:  a backlog of about 

700,000 people, including high-ranking federal officials,   

waiting as much as a year to get clearances.   

Over the next three years, the DoD will take responsibility 

for all background investigations involving its military and  

civilian employees and contractors.  Additionally, the White 

House is expected to give the DoD authority to conduct  

security reviews for nearly all other Federal agencies as well. 

Plans to transfer responsibility from the Office of Personnel 

Management (OPM) to the Pentagon for all of the roughly 

3.6 million Pentagon employees are already in the works.  

The new program involves a system of continuous checks 

that automatically pulls and analyzes workers’ criminal,   

financial, substance abuse, and eventually social media data 

on a more regular basis, rather than only every five or 10 

years as it is done now. 

The shift of responsibility to the Pentagon will allow OPM 

officials to begin working on the current backlog.  The   

Pentagon won’t take over any of the backlogged cases,   

because they are 

already underway 

in OPM. 

The Office of the 

Director of      

National Intelli-

gence (ODNI) is 

the Executive agent 

for the program 

and sets the guide-

lines for the securi-

ty requirements 

based on Federal investigative guidelines. OPM and the Pen-

tagon carry out the vetting process, working with the DNI. 

Guidance to departments and agencies has already been 

issued to update 2012 Federal investigative standards used 

to vet for security clearances.  The government is also 

working on ways to allow contractors and Federal workers 

to move more seamlessly between the private sector and 

the government without having to get new clearances.  

These changes are expected to result in a 20 percent     

reduction in the backlog within the first six months.   

The proposed strategy is for the first year, the Pentagon will 

take over investigations for those seeking a renewal of their 

Secret clearance.  Over the next two years, they will take 

on those seeking their initial Secret clearance, and then 

move to employees seeking initial Top Secret clearances and 

renewals. 

A key problem contributing to the backlog is that field   

investigations into workers seeking security clearances can 

take up to 500 days, as investigators scour records and  

conduct interviews.  With more automated and continuous 

checks, investigators can collect current information in less 

time and more cost effectively. 

Additionally, the use of advanced technology allows the 

DoD to identify specific risk factors for workers based on 

their histories, and then set up automatic checks and anal-

yses to watch for problems.  For example, an employee who 

had some minor financial problems might get their credit 

checked more frequently.  The DoD has started the contin-

uous evaluation process for about 1.1 million employees. 

While social media can provide a massive amount of      

information about people, it also presents a challenge;    

specifically, the fidelity of the information.  The DoD has 

done pilot programs to assess the value, but so far, the  

Pentagon is not scouring workers’ social media accounts for 

information.    

Source: PBS News 
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Pentagon takes over security clearance checks for Federal government  

whether to use non-contractors for anything requiring   

tailored IT controls or accept the risks of working with  

contractors. 

The bottom line is the Government customer wants their 

sensitive information protected similarly to how classified 

information is protected, which will clearly require learning 

new methods to operate and adapting to new policies. 

Source: NCMS 
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